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Compliance with Texas Government Code, Section 2102.015

Texas Government Code, Section 2102.015 requires state agencies to post on the agency’s Internet Web
site its internal audit plan, internal audit annual report, and any weaknesses or concerns resulting from
the audit plan or annual report. Please see the Coordinating Board internet web site and the “Internal
Audit and Compliance Monitoring” tab under ‘About Us’ for this required information. The 2022
Internal Audit Annual Report will be posted following its presentation to the board in October, 2022.
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Board / Commissioner
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Organization Chart Inquiries should be directed to Mark.Poehl@highered.texas.gov.
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Internal Audit Charter

Meetings/Broadcasts The Internal Audit Charter defines Internal Audit's purpose, authority, and responsibility as approved by the agency's governing board

Advisory Committees

Report Fraud

The Texas Higher Education Coordinating Board along with its Stakeholders, are responsible for protecting the assets and resources of the agency, and its programs. To accomplish this, Stakeholders are encouraged to report factual information suggestive
of dishonest o illegal activities involving the agency and its programs.

Human Resources

Procurement

Internal Audit & Compliance Annual Internal Audit and Compliance Monitoring Plans
(g The Annual Internal Audit Plan and Annual Compliance Monitoring Plan are reports of scheduled audits by process or location that are developed each year based on a comprehensive risk assessment. These plans are approved annually by the agency's

governing board,
Internal Audit Charter

Report Fraud Annual Internal Audit Reports
The Texas Internal Auditing Act requires certain state agencies and higher education institutions to submit an internal audit annual report each year to the Governor, the Legislative Budget Board, the Sunset Advisory Commission, the State Auditor’s

apuagitemnal tuditand Office (SA0), and the entities’ governing boards and chief execuives.
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Internal Audit Plan for Fiscal Year 2022

Explanatory Information - The table below indicates the status of FY 22 planned audits, as shown on the
approved audit plan, versus those accomplished during the year.

Board-Approved FY 22 Audit Plan Status of Audit at 8/31/22

Follow Up Audits A Follow Up Review of The Audit of The
Formula Funding of The Health-Related
Institutions (HRI), Report No. THECB-IA-WP-
22-241

Report date: In Progress

Data Modernization Initiative Ongoing Review | Interim Report date: March 2022
and Advisory Services Review, Report No.
THECB-IA-WP-22-237

CRAFT (Customer Relation and Feedback Report date: June 29, 2022
Tracking) System Application Audit, Report No.
THECB-IA-WP-22-239

Governor’s Emergency Education Relief (GEER) | Interim Report date: March 2022
Funds Review and Advisory Services-Ongoing,
Report No. THECB-IA-WP-22-236

A Review of Texas College Work Study Report date: June 1, 2022
Program-Closure Memo, Report No. THECB-IA-
WP-22-240




Contract Audits Performed since Fiscal Year 2015:

1. Fiscal Year 2015:
a. Review of Contract Management at The Higher Education Coordinating Board, THECB-
IA-WP-14-173, Report date: April 23, 2015.

2. Fiscal Year 2016:
a. A Review of Contract Administration, THECB-IA-WP-16-184, Report date: September 14,
2016.
b. An Internal Audit Follow Up of Contract Management, THECB-IA-WP-16-185, Report
date: September 16, 2016.

3. Fiscal Year 2017:
a. An Internal Audit of Contract Administration, THECB-IA-WP-17-195, Report date:
December 20, 2017.

4. Fiscal Year 2019:
a. A Follow Up Audit of Contract Administration, THECB-IA-WP-19-211, Report date:
January 8, 2019.

5. Fiscal Year 2020:
a. Complaint Regarding Access to Research Data and Regarding Competitive Grant Vendor
Selection, THECB-IA-WP-19-216C,
Report date: June 3, 2019.

6. Fiscal Year 2021:
a. A Follow Up Audit of Contract Administration, THECB-IA-WP-20-228, Report date:
September 18, 2020.
b. A Review of Contract Management Administration THECB-IA-WP-20-227,
Report date: December 1, 2020.

7. Fiscal Year 2022:
a. Contracts related to GEER project was reviewed as part of the Governor’s Emergency
Education Relief (GEER) Funds Review and Advisory Services-Ongoing, Report No.
THECB-IA-WP-22-236.



Consulting Engagements and Non-Audit Services Completed

The Texas Higher Education Coordinating Board internal audit function performed consulting or non-
audit services in fiscal year 2022.

1. IT Data Modernization-Advisory Service

Reviewed and advised management on the state of governance, risk and controls within and around the
Data Modernization Initiative.

2. Review of GEER (Governor’s Emergency Education Relief) Fund
Reviewed the contract administration processes for GEER Fund. The fund supports Emergency
Educational Grants. Coordinating Board received $46.5 million in FY 2020 through the GEER Fund.
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OVERVIEW

A virtual External Quality Assurance (EQA) review was conducted at the Texas Higher
Education Coordinating Board (THECE), located in Austin, Texas from July 25 to July
20, 2022, for audits conducted from September 1, 2019, to June 30, 2022,

Texas Government Code § 2102 (Texas Internal Auditing Act) requires an internal audit
activity to be in conformance with the Standards for the Professional Practice of Internal
Auditing, the Code of Ethics, contained in the Professional Practices Framework as
promulgated by the Institute of Internal Auditors (IIA), and with the Government
Accountability Office’'s (GAO) Generally Accepted Government Auditing Standards
(GAGAS). These are collectively referred to as the Standards in this report.

The overall objective of the EQA review was to determine the extent towhich the Internal
Audit and Compliance Department (JACD) at THECE is in conformance with the
Standards and the requirements of the Texas Internal Auditing Act.

The review was performed by Richard Tarr, CIA, CISA, and Elizabeth Stepp, CPA, CIA,
CGAP, CRMA who attest that they are fully qualified to conduct this EQA review, and
are independent in all respects from THECE and the IACD. The reviewers utilized
guidance from both the State Agency Internal Audit Forum (SAIAF) Peer Review
Program's assessment tool and the 11A’s 2017 “Quality Assessment Manual” which
includes the scope of the work evaluations and assessments of the following areas:

= The Internal Audit and Compliance’s reporting relationship and the
communication the Assistant Commissioner has with the Agency Operating
Committee and the Commissioner of Higher Education;

» Existing internal audit policies and procedures;

= The independence and the objectivity of the audit work performed;

« The risk assessment and annual audit planning process;

= The planning process for individual audit projects;

Richard H. Tarr, CISA, ClA ‘




Texas Higher Education Coordinating Board - 2022

» The audit methodologies used in performing the work;

» A review of a representative sample of audit workpaper files and reports;

= The workpaper documentation that supports the work performed;

= The support for the conclusions and recommendations in the audit reports;
« How the results of audits are communicated;

= The procedures for following up on audit recommendations; and

= The knowledge, skills, discipline, and training of the staff.

Interviews were also conducted with selected individuals, who included, among others:
the THECB Board Chair; the Chair of the Agency Operating Commitiee (AOC); the
Commissioner of Higher Education; the Assistant Commissioner of Internal Audit and
Compliance; and the IACD staff.

It is important to note that the Standards are expressed in terms of broad concepts and
objectives rather than detalled procedures, and their application requires the exercise
of professional judgment by the review team. The extent of internal audit policies and
procedures and how they are implemented will depend upon several factors such as the
expectations of the organization’s board or governing body and senior management, the
audit activity"s size and organizational structure, the nature of its audit responsibilities,
and its philosophy concermning the degree of operating autonomy appropriate for its staff.

The Standards require that this report must be sent to the Chair of the Board, the Chair
of the Agency Operating Committee, and The Commissioner of Higher Education.

Richard H. Tarr, CISA, ClA ‘
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OPINION

Based on the work outlined above, it is the review team’s opinion concerning:

The IIA Standards:

For the period under review, the internal audit activity at the THECE “Generally
Conforms” to the 11A Standards, and the Code of Ethics. This is the top rating provided
within the IIA guidance, with the others being “Partially Conforms™ and “Does Mot
Conform”. The review feam has also identified opportunities for further enhancing the

internal audit activity, the details of which are provided in this report.

The GAO Standards:
For the period under review, the IACD at the THECE has in place, in all material

respects, approprate processes and procedures 1o receive a Peer Review Rating of
“Pass”. This rating is the highest of the three ratings provided within the GAO
Standards, with the other ratings being “Pass with Deficiencies”, and “Fail".

The Texas Internal Auditing Act:
As of July 29, 2022, the internal auditing activity at the THECE conforms to all
requirements of the Texas Internal Auditing Act.

- |

Richard H. Tarr, CIA, CISA
External Quality Assurance Team Lead

Jaye Steppr

Elizabeth J. Stepp, CPA, CIA, CGAP, CRMA
External Quality Assurance Team Member

Richard H. Tarr, CISA, ClA ‘
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OBSERVATIONS

The Assistant Commissioner of Internal Audit and Compliance is a CPA (Certified
Public Accountant), a CIA (Ceriified Internal Auditor), a CISA (Certified Information
Systems Auditor), and a CFE (Cerified Fraud Examiner) with extensive auditing
experience in higher education; is effectively managing the [ACD; has a good working
relationship with the AOQC and is well respected by senior executives at the agency.
He is also well respected by the IACD staff. He reports functionally to the AOC and
administratively to the Commissioner for Higher Education as required by the Texas
Internal Auditing Act.

The IACD has a strong Internal Audit Charter that authorizes the staff to: have full,
free, and unrestricted access to all functions, records, property, and personnel; allocate
resources; have full and free access to the AOGC; set audit frequencies; select audit
subjects; determine the scope of work and apply the techniques required to accomplish
audit objectives. All of these are requirements of the Standards. Also, the AOC must
approve decisions regarding the appointment and removal of the IACD Assistant
Commissioner. This enables the IACD to be very independent and capable of rendering
objective assessments and conclusions when conducting their work. The depariment
also has a very well-thought-out, risk-based annual audit planning process that is
approved by the AOC for both internal agency audits and compliance audits at the
higher educational components.

The interviews conducted with the Board Chair, the AQC Chair, and the Commissioner
of Higher Education, indicated that there is strong support for the scope and type of
audit work the IACD conducts. A confidential survey of IACD audit customers
conducted during the review rated the depariment excellent and good on 18 different
criteria. This is a very positive rating and speaks well of the professionalism and ability
of the Assistant Commissioner and the audit staff.

Richard H. Tarr, CISA, ClA ‘
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A sample of audit workpapers was reviewed and verified that the conclusions and
opinions communicated in the audit reports that are issued are appropriately
supported. The audit projects were appropriately planned and the work performed was
adequately documented following the Standards. There was evidence in the
workpapers that the audit work was conducted at a very professional level. The
audit programs were appropriately referenced in the audit steps. The tests performed
during the audits and the conclusions contained in the audit reporis were supported
by the work documented in the workpapers. There was evidence that the workpapers
are thoroughly reviewed by someone other than the person who performed the work.
The Assistant Director reviews all the workpapers and the audit reports and the
Assistant Commissioner reviews audit reperis before they are issued.

OPPORTUNITIES FOR IMPROVEMENT

While the internal audit activity at THECB generally conforms to the Standards, the
following comments and recommendations are intended to build on the foundation that
is already in place to further improve the efficacy and value of the audit work being
performed. These are not intended to correct any lack of conformance with the
Standards. They are operational ideas based on the experiences of the external
review team from working with other internal audit activities.

1. 1ACD would benefit from assigning direct supervision of the Compliance

Monitoring, and Federal Compliance functions.

Currently, there is an Assistant Director that provides oversight over five
Compliance Monitoring staff and two Internal Audit staff positions. The Assistant
Director also provides direct supervision to three Federal Compliance Specialists.
The Assistant Director position was created when the Senior Internal Auditor was
promoted to allow the Assistant Commissioner the time to focus on higher-level
concerns at the Board, Commissioner, and Agency levels.

Richard H. Tarr, CISA, CIA ‘
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However, while this has worked well in ensuring the guality of the audit and
compliance work as required by the Standards, it has reduced the staff resources
available for internal audit projects and increased the span of control and oversight
responsibilities for the Assistant Director.

With a compliance monitoring staff of five, consideration should be given to
alternatives to enhance oversight over the Compliance Monitoring team, to better
balance the management and oversight of the internal audit and compliance
functions. This would also free up time for the Assistant Director, who Is a Certified
Internal Auditor, to provide additional consulting assistance, as well as, provide
someone in the depariment the opportunity to gain experience overseeing the
Compliance Monitoring team.

Response:

We agree that further consideration should be given fo enhance oversight over the
Compliance Maonitoring team, to befter balance the management and oversight of
the internal audit and compliance functions.

We will confinue to provide additional leadership and management responsibilities
to others on the team, particularly senior members of the Compliance Monitoring
feam.

2. Provide the Agency Operations Committee and the Commissioner with a

periodic summary report on the status of audit recommendations.

Currently, IACD creates and distributes individual follow-up reports on the status
of previous audit recommendations for audits and compliance projects conducted
at the agency and the institutions of higher education. While the Sfandards require
that the IACD follow up and report on the disposition of audit and compliance
reports, preparing and distributing individual follow-up reports to the Agency
Operations Committee and the Commissioner is time-consuming for the IACD.

Richard H. Tarr, CISA, CIA ‘
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These reports make It difficult for the board and Commissicner to get an oversight
view of where there may be delays or issues that would need their attention.

It would be more efficient and effective if IACD maintained and distributed an
ongoing status report that tracked all outstanding recommendations either from
compliance reviews, desk reviews or agency audits to the Agency Operations
Committee and the Commissioner.

This status report could be used in conjunction with individual reports as warranted,
and would befter enable the commitiee to know whether agreed-io audit
recommendations are being implemented. Important elements that could be
communicated include a brief description of the recommendation; the date the
recommendation was agreed o be implemented; whether or not it has been
implemented; and the name of the person directly responsible for implementation.
Color coding could be used for the status of the implementation. “Completed”
recommendations could be color coded as green, “in process” coded as yellow,
and “past due” coded as red. This report would make it easier for the Agency
Operations Committee and the Commissioner to stay current overall on the status
of recommendations at both the agency level and at the institution of higher
education level without having to read through numerous individual reports.

Response:

We agree that a status report that tracks outstanding recommendations would be
beneficial.

We are currently reviewing alternatives for reporting, with one option of including an
adadiional section in the Internal Audit update and Compliance Monitoring update.

Richard H. Tarr, CISA, CIA ‘
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3. The THECB needs to add additional staff with information technology (IT)
skills to the IACD internal audit staff.

THECBE relies heavily on its information systems, which manage and support
the infrastructure of practically all of the agency's major business and program
processes. As this reliance continues to grow, the agency continues to move
foward with its Data Modemnization Project and continues to make sizable
investments in both new IT systems as well as the maintenance of legacy systems.
The IACD needs to grow its ability to conduct audits of this technology. IACD
presently has two experienced internal audit staff, however, considerable time is
spent administering the TeamMate software tool used by the depariment to manage
the staff's workpaper files.

To adequately audit the current and future scope of IT risks that exist throughout
the agency, additional experienced internal audit staff with information technology
skills need to be added. While it is a challenge for an intermal audit department
fo attract and maintain auditors with IT audit skills, knowledge, and experience,
the department should endeavor to do so.

Response:

We agree that the agency would benefit from additional experenced internal auadlit
staff with information technology skills to audit the current and fuiure scope of IT
risks that exist throughout the Agency. The immediafe need due fo significant
changesin the agency's information technalogy landscape is wall apparent. We also
agree that the agency's infarmation technology landscape will not diminish and will
continue to be a dniver of the agency's sirategies moving forward

We will coordinate with the Commissioner and execufive staff fo identify resources
for an addifional position.

Richard H. Tarr, CISA, CIA ‘
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4. JACD needs to acquire automated file extract and analysis tools and
develop the ability to conduct continuous monitoring/auditing and data
analytic technigues.

One of the most significant changes that have occurred in the internal auditing
profession in the last decade Is the extent to which auditors now recognize
the importance of data analysis and the automation of audit and control testing
procedures through the use of information technology (IT) tools. Traditionally, an
auditing department's testing of controls and compliance has been performed
on a retrospective and cyclical basis, often months after business acfivities have
occurred. Testing procedures are often based on a sampling approach and have
included activities such as manual reviews of transactions, policies, procedures,
approvals, and reconciliations. This approach has only afforded auditors a narrow
scope of evaluation and can be late in heading off errors in business performance
or regulatory compliance.

Continuous auditing and data analysis are methods that can be used to perform
control and risk assessments automatically on a more frequent basis. The use of
IT tools, like the IDEA extract software tool, is the key to enabling this approach.
Using continuous auditing will allow auditors to more fully understand critical
control points, rules, and exceptions. Data analysis will enable auditors to perform
control and risk assessments on a timelier basis. Auditors will be able to analyze
key business systems for both anomalies at the transaction level and data-driven
indicators of control deficiencies and emerging risks. Continuous auditing will
enable the integration of analysis results into the risk assessment process, from
the development and maintenance of audit plans to the follow-up of specific
audits.

IACD currently uses Microsoft Excel to analyze and evaluate data sets. While this
tool has been used successfully in many circumstances, there are limitations to

Richard H. Tarr, CISA, CIA Page 10 ‘
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its usefulness. These limitations include the size of data sets that can be analyzed
and the lack of built-in functions that are specifically designed to make audit-
oriented data analysis easier to perform.

Response:

We agree that the agency would benefit from additional information technology (IT)
tools for dafa analysis and automation of audit and control testing procedures. The
use of IT tools, like the IDEA exiract software tool, would allow auditors to better
understand critical confrol points, rules, and exceptions, enabling auditors fo
perform improved confrol and risk assessments.

We have initlated additional reviews of capabilifies and costs of available information
technology software, including the IDEA extract fool.

5. IACD's Internal Audit Charter should be updated and approved by

the Agency Operations Committee.

IIA Standard 1000 — Purpose, Authority, and Responsibility requires that the
Internal Audit Charter that defines the internal audit activity’s purpose, authority,
and responsibility must be pericdically reviewed and approved by senior
management and the governing board. The current Internal Audit Charter was last
reviewed and approved by the THECB Board Chair, the Commissioner of Higher
Education, and the IACD Assistant Commissioner in 2018.

Response:
We agree that JACD's Internal Audit Charter should be updated and approved by
the Agency Operations Commitiee.

We are preparing an updated Charter for review and will schedule the Charter to be
reviewed periodically, for example, either annually or once every three years.

Richard H. Tarr, CISA, CIA Page 11 ‘
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6. IACD should explore developing an incentive program that would

encourage its staff to be certified in internal auditing.

While the Assistant Commissioner, the Assistant Director, and the internal audit
staff all have audit certifications, some more than one, only two of the eight
compliance staff have audit cerifications. Generally Accepted Government
Auditing Standards state that “The audit organization should have a process for
recruitment, hiring, continuous development, assignment, and evaluation of
personnel so that the workforce has the essential knowledge, skills, and abilities
necessary to conduct the engagement. Acquiring a professional certification
verifies someone’s knowledge, skills, and abilities to perform a specific job, and
underscores the confidence that can be placed on the work that is performed.

An incentive program would encourage the staff to obtain an audit certification that
would not only aftest fo their competency and integrity but also support a
commitment by IACD to ongoing professional development.

Response:

We agree that staff needs fo be further encouraged fo obtain audit certifications that
would nof only aftest fo their competency and integrity but also support a
commitment by IACD to ongoing professional development.

We will continue fo explore ways fo encourage siaff to obtain audit certifications that
work within the current professional development and performance review process
or other possible reimbursement pathways.

Richard H. Tarr, CISA, CIA ‘
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Internal Audit Plan for Fiscal Year 2023

TEXAS HIGHER EDUCATION COORDINATING BOARD
INTERNAL ALlDlT & COMPLIANCE MONITORING
Annual Internal Audit Plan for Fiscal Year 2023

The Texas Internal Auditing Act requires state agency Internal Auditors to conduct a program of auditing
that includes an annual audit plan, is prepared using risk assessment technigues, and identifies the
individual audits to be conducted during the vear. The following proposed plan meets the requirements of
the Texas Internal Auditing Act.

Spedfic risk factors were considered as they apply to the agency’s significant operational activities.
These risk factors included:

» Finandal significance;

= Reputational significance and visibility:

s  Complexity: inherent risk; and the potential for abuse;

= Prior audit and compliance monitoring results as an indicator of control effectiveness;

= Audit recency — internal audit, compliance monitoring (as applicable), KPMG, SAQ, and/or Federal
auditors; and

« Changes in mission or key management.

A risk-ranked listing of significant operational activities became the basis for the audits proposed for
consideration herein.

Required and Risk-Based Audits

Estimated Hours Reguired o

1. Follow Up of Prior Audits 160 5%
Assass the implementation status of previously reported internal audit findings in the
araas of CRAFT system, and formuls funding-HRI, Review the status of
recommendations made by obher external auditors, as necessary.

2. Carry forward of remaining 2022 Projects 160 5%
Carry forward of remaining work for FY 2022 profects.

3. Internal Audit Performance Measures and Quality Assurance 200 6%
Develop performance measuras for internal audit and assess quality assurance
as well

4, Self-assessment of Work Quality, Internal Audit 160 5%
Perfarm 3 seff-assessment of internal audit work quality. in accordance
with the reguirements of professional auditing standards.

2. Investigations 300 10%%
Texas Govermment Code Chapter 321,022, Coordination of Investigations, requires
the coordination of investigations befweean the agency and the Texas State Auditors
Office. If the administrative head of an agency that is subject fo audit by the stafe
Fuditor has reasonable cause to belfeve that money received from the state by the

19



TOTAL HOURS - Required and Risk-Based Audits

agency or by 2 diient/danartment of the agency may have been fost,
misaporanriated. or misusad, or that ofther fraudufent ar unlawiul conduct has
acerred in relfation fo the operation of the agency, the administrative head shalf
report the reason and basis for the belief fo the state suditor. The state auditor may
imvestigate the report ar may monitor any investigation conducted by the agency,

Provide Assistance-External Audit of Agency Financial Statements 80
Internal Audit provides 87 fours of audit support fo reduce external audit fees and to
increase the level of knowledge of external auditors” assessment of the agency's
finandal statements and associated risks.

Selected Federal Fund Programs Review and Advisory Services 650
Review and advise management on the state of governance, risk, and controls within
and around the selected federal fund programs.

Data Modernization Initiztive Ongoing Review and Advisory Services 450
Review and advise management on the state of governance, sk, and controls within
and around the Data Modemization Inftiative.  The Dats Modernization Initiative has

a5 its stated vision to "Equip infernal and external stakeholdars with actionable

insight and data vision for dedsion-making purposes.™

Review of Purchasing/Procurement Cards 400
Review the internal administrative achivities of the agency purchasing/brocurement
cards for compliance, effechiveness, and effidency.

Review of Agency’s Talent Strong Texas Strategic Plan 460
Review dafa infeqrity associated with agency’s strategic plan. The higher education

plan, Talent Strong Texas, focuses on fhe commaon goal by striving for 60 percent of

the 25- fo 3d-year-old Texas popuiation fto hold 2 certificafe or degree by 2030,
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External Audit Services Procured in Fiscal Year 2022

The agency contracted with KPMG, LLP, to perform an independent audit of the agency’s Fiscal Year
2021 Financial Statements. As part of the agreement, the agency provided 80 hours of internal audit
staff support to KPMG, LLP.

Reporting Suspected Fraud and Abuse

Actions taken by the agency to address the requirements of Section 7.10. Fraud Reporting, General
Appropriations Act (82nd Legislature), Article IX and Government Code, Section 321.022.Coordination
of Investigations, include:

1) Established a fraud prevention policy and posted the policy on the agency intranet for the
employees. The policy encourages reporting of suspected violations to the State Auditor’s
Office Fraud Hotline.

2) Established a link to the State Auditor’s Office Fraud Hotline on the agency’s home page to
enable the general public or employees to report suspected fraud or misconduct directly to the

State Auditor’s Office.

3) Coordinated with the Special Investigations Unit of the State Auditor’s Office to investigate
suspected fraud.

4) Provided ethics-related information to all new employees as part of the orientation process.
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