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Compliance with Texas Government Code, Section 2102.015

Texas Government Code, Section 2102.015 requires state agencies to post on the
agency’s Internet Web site its internal audit plan, internal audit annual report, and any
weaknesses or concerns resulting from the audit plan or annual report. Please see the
Coordinating Board internet web site and the “Internal Audit and Compliance
Monitoring” tab under ‘About Us’ for this required information. The 2022 Internal Audit
Annual Report will be posted following its presentation to the board in October, 2021.
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Internal Audit Plan for Fiscal Year 2021

Explanatory Information - The table below indicates the status of FY 21 planned audits,
as shown on the approved audit plan, versus those accomplished during the year.

Board-Approved FY 21 Audit Plan Status of Audit at 8/31/21

Follow Up Audits (1) A Follow Up Review of An Internal
Audit of College Access Loan
Administration, Report No. THECB-IA-
WP-20-228

Report date: September 18, 2020.

(2) A Follow Up Review of Data
Administration and Governance,
Report No. THECB-1A-WP-20-228
Report date: September 18, 2020.

(3) A Follow Up Audit of Contract
Administration, Report No. THECB-IA-
WP-20-228

Report date: September 18, 2020.

(4) A Follow Up Audit of SAO
Performance Measures, Report No.
THECB-IA-WP-20-223

Report date: January 4, 2021.

(5) An Audit of Formula Funding-
Community College ‘Ten Pay’ Payment
System, Report No. THECB-IA-WP-20-
228

Report date: September 18, 2020.

A Follow Up Review of Various Audit A Follow Up Review of Various Audit
Reports Reports
Report No. THECB-IA-WP-21-231
Project in reporting stage.
(1) A Review of Contract
Management
(2) A Review of Contract
Administration
(3) An Audit of Academic Grant
Program Administration-GME
Expansion Program
(4) A Review of Scholarship
Programs




Board-Approved FY 21 Audit Plan

Status of Audit at 8/31/21

(5) A Review of Selected Security
Awareness Practices

Self-Assessment of Work Quality,
Internal Audit

Self-Assessment of Work Quality
THECB-IA-WP-21-234
Report date: July 26, 2021.

An Audit of Borrower Services

THECB-IA-WP-21-232
Report date: April 8, 2021.

An Audit of Formula Funding-Health
Related Institutions

THECB-IA-WP-21-233
Report date: May 26, 2021.

A Review of Contract Management
Administration

THECB-IA-WP-20-227

Report date: December 1, 2020.

Note: Carried forward from Fiscal Year
2020 Audit Plan.

A Review of Bond Program

THECB-IA-WP-20-222

Report date: September 18, 2020.
Note: Carried forward from Fiscal Year
2020 Audit Plan.

An Audit of Human Resources Policy
Compliance-Optional Retirement
Programs

THECB-IA-WP-20-226

Report date: September 10, 2020.
Note: Carried forward from Fiscal Year
2020 Audit Plan.

Ongoing Status Assessment of
Corrective Action Plan Implementation
to Address NTT Texas and AT&T
Cybersecurity Assessment Reports

THECB-IA-WP-21-224
Report date: February 1, 2021.

A Review of Selected Grant Programs
Administered by College Readiness
and Success-Advise TX

THECB-IA-WP-21-235
Project in reporting stage.

A Review of Contract Management
Administration

This engagement will be combined
with, and reported under, the FY 22
GEER project.




Contract Audits Performed since Fiscal Year 2015:

1. Fiscal Year 2015:
a. Review of Contract Management at The Higher Education Coordinating
Board, THECB-IA-WP-14-173, Report date: April 23, 2015.

2. Fiscal Year 2016:
a. A Review of Contract Administration, THECB-IA-WP-16-184, Report date:
September 14, 2016.
b. An Internal Audit Follow Up of Contract Management, THECB-IA-WP-16-
185, Report date: September 16, 2016.

3. Fiscal Year 2017:
a. An Internal Audit of Contract Administration, THECB-IA-WP-17-195,
Report date: December 20, 2017.

4. Fiscal Year 2019:
a. A Follow Up Audit of Contract Administration, THECB-IA-WP-19-211,
Report date: January 8, 2019.

5. Fiscal Year 2020:
a. Complaint Regarding Access to Research Data and Regarding
Competitive Grant Vendor Selection, THECB-IA-WP-19-216C,
Report date: June 3, 2019.

6. Fiscal Year 2021:
a. A Follow Up Audit of Contract Administration, THECB-IA-WP-20-228,
Report date: September 18, 2020.
b. A Review of Contract Management Administration THECB-IA-WP-20-227,
Report date: December 1, 2020.



Consulting Engagements and Non-Audit Services Completed

The Texas Higher Education Coordinating Board internal audit function did not perform
consulting or non-audit services in fiscal year 2021.
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Texas Higher Education Coordinating Board - 2019

OVERVYIEW

An External Cualty Assurance (EQA) eview was conducted at the offices of the
Texas Higher Education Coordinating Board (THECE) in Austin, Texss from July B
o July 12, 2019 for audite conducted from September 1, 2016 to March 31, 20159,

Texas Govemment Code & 2102 (Texas Internal Auditing Act) requires an internal
audit activity be in conformance with the Standards for the Professional Practice of
Internal Auditing, the Code of Ethics, contained in the Professional Practices
Framework as promulgaied by the Institute of Internal Auditors (1A}, and with the
Government Accountsbity Office’s (GAQ) Generally Accepied Government
Auditing Standards (GAGAS). These ar colecthely mismed to as the Standards
in this Epori.

The overall objective of the EQA mview was to determine the exient to which the
Internal Audit and Comglance Deparment (IACD) at THECE s in conformance
with the Standards and the mguirements of the Texas Intemal Auditing Act.

The review was performed by Richard Tam, ClA, CISA and Elizabeth Stepp, CPA,
ClA, CGAP, CRMA who atiest that they are fully quakfied o conduct this EQA
review, and are independent in all respects from THECE and the IACD. The
reviewers utiized guidance from both the State Apency Intemal Awdit Forum
[SAIAF) Peer Review Program's sssessment tool and the WA's 2017 ~Cuality
Assessment Manual® that include within the scope of the work evaluations and
aasessments of the following arsas:

- The Director, Internal Audit and Compliance’s mporting = lationship

and his communication with the Agency Operating Committes, and
the Commizsioner of Higher Education;

. The independence and the objectivity of the audit work performed;

- Existing intemal audit policies and procedurss;




Texas Higher Education Coordinating Board - 2019

- The risk assessment and annual awdit planning process;

- The planning proce ss for individual audit projects;

- The audit methodalegies used in perfoming the work:

- A review of a representative sample of audit workpaper files and reports;

- The workpaper docume ntation that supported the work perfomed;

- The support in the workpapers for the conclusions and mcommendations
in the audit epots;

. How the results of sudits are communicated:

- The procedures for following up on audit ecommendations; and

- The knowledgs, =skills, discipline, and training of the stafi.

Interviews were also conducied with sekecied indiiduals, who included, among
others: the Chair of the Board; the Chair of the Agency Operating Commities (AO0C);
the Commissionsr of Higher Education; the Deputy Commissioner for Acadesmic
Planning and Policy Chisf Academic Officer; the Deputy Commissioner for Agency
Operations and Communications'Chief Operating Officer; the Gensral Counssl;
the: Director of Intemal Audit and Complance; and the audit staif.

OFINION

It is important to note that the Standards as expressed in terms of broad concepts
and objectees rather than detailed procedurss, and their application mquires the
exsrcise of professional judgement. The sxient of intemal auwdit policdes and
procedurss and the manner in which they are implementsd will depend upon a
number of factors such as an sudt actvity’s size and organizational struchurs, the
nature of s suwdit meponsibilies, its philosophy with mepect o the degres of
operating autonomy appropriate for its staff, and the expectations of its board or
governing body and senior management.

Baszed on the work outlined abowve, it is the mwview team's opinion conoe ming:
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Texas Highsr Education Coordinating Board - 2019

The 1A Stzndards:

For the period under review, the internal audit activity at the THECE =Generally
Conforme” fo the A Standards, and the Code of Ethics. This is the top rating
provided within the 1A guidance, with the others being “Partislly Conforms™ and
“Dioes Mot Conform”™. For a detailed list of conformance to individual 1A Standards,
pleass ses Aftachment A. The mview t2am has identified opporunities for further
enhanding the internal audit activity, details of which are provided in this mpont.

The GAD Standards

For the period under mvisw, the |CAD at the THECE has in place, in all material
respects, the approprale processea and procedurss in place to receive a Pesr
Review FRating of “Pass”. This rating is the highest of the three mtings provided
within the GAO Standards, with the other ratings being “Pass With Deficiencies”,
and “Fail”. For a detailed Est of conformance to individual GAD Standards, pease
ses Attachment B.

The Texas Imtemnal Auditing Act
As of July 12, 2018, the internal audit activity at the THECE conforms to all
requirements.

This mport should be sent to the Chair of the Board, the Chair of the Agency
Ciperating Committes, and The Commissionsr of Higher Education.

Z'?‘ ;_,r‘

Richard H. Tarr, ClA, CISA
External Cuality Assurance Team Lead

Jagje Sfeppe

Elizabeth J. Stepp, CPA, CIA, CGAF, CAMA
Extemal Quality Assurance Team Member

Rickard H. Tarr, CISA,CIA
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OBSERVATIONS

The Director of Indemal Auwdit and Complance is a CPA (Cerified Public
Accountant), a ClA {Cerified Internal Auditor), a CISA (Cerified Information Syslems
Auditor), and a CFE (CertiSed Fraud Examiner) with extensive auditing expensnce in
higher education, i very efledively managng the IWCD, has a good working
relationship with the ADC and is well respecied by senior executives at the agenoy.
He is also well mspeded by the IACD staff.  He mpors fundicnally to the ACC and
administratively to the Commissionsr for Higher Education as reguied by the Texas
Internal Auditing Act.

The IACD has a strong Inlemal Audit Charter that authorizes the staff 1o hawve full,
free, and unmstricted acoess to all fundions, moords, propery, and personnel;
gliocate resources; have full and free access to the ACC: sst audit frequences;
select audit subjects; deemmine the scope of work, and apply the i&chnigues
required to sccomplish audit objectives. All of these are equiements of the 1A
Standards. Ako, the ADC must approve decsions regarding the appointment and
remowval of the IACD Director. This enables the IACD to be wery independsnt and
capable of renderng cbeclive assesements and conclusions when conducting their
work. The deparment also has a very wel thought ouwt nsk-based annual audi
planning process that is approved by the AOC for both iniemal agency audits and
complance audits at the components.

The interviews. conducted with the Board Chair, the ADG Chair, the Commissioner of
Higher Bducation and senior agency manegement indicaied that there is strong
support for the scope and type of audit work the IWCD conducts. A confidential
survey of JACD audit customers conducted during the review indicated that over 999
of those surveyed rated the depanment excelent and good on 18 different critera.
This iz @ very positive rating and speaks well of the proke ssionalism and ability of the
Director and the auwdit staff.

Richard H. Tarr, CIS
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A zample of audit workpapers was reviewsd and verified that the conclusions and
opinions communicated in the audit repors that are issued ae approphrately
supporied. The awdit projects were appropnately planned and the work performed
was adequately documentsd in accordance with the Standards. Thers was
evidence in the workpapers that the audit work was conducied at a very
professional level. The audit programs were appropriately eiEmnced to the audit
stepe. The tests periormed during the sudits and the conclusions contained in the
audit reports wee supponied by the work documented in the workpapers. There was
evidence that the workpapers are thorowghly reviewsd by someone other than the
person who performed the work and the Director reviews all the workpapers and
the audit mpors before they are Bausd.

OPPORTUNITIES FOR CONTINUOUS IMPROVEMENT

‘While the internal audit activity at THECE generally conforme to the Standards,
the following comments and recommendations are inended to build on the
foundsation that iz already in place with the objective of further improving on the
efficacy and value of the awdit work being performed. These are not inEended 1o
comect a lack of conformance with the Standards. They are operational ideas
ba=ed on the experences of the extemal review t=am from working with other
intermal audit activities.

1. The department would benefit from enhancing direct supervision of the
Internal Audit, Compliance Monitoring, and Federal Compliance
functions.

Curently while thers is an Internal Audit Lead position that provides projec-
evel assistance to the two inlemal awdit staff membera, direct supervision of
the thres internal audit stafi, the four Compliance Monioring staff, and the
Federal Compliance Speciskst s provided by the Director. This amangement
mguires the Director to review and approve, in detail, the audit planning and

13
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wiork of eaght staff members in addition to a long Est of other responsiilities.

The agency would be befter served if someone were gnen day to day
supervisory responsibiities over the Internal Audit, Compliance Monitoring, and
Federal Compliance functions. While the Director would s8ll have overall
responsibility for the quality of the work performed by the staff, his review could
be less detailed allowing him the time to deal with higher level concems at the
Board and Commissionsr level. This would also allow someone elss in the
deparment the opportunity fo gain supenisory expensnce.

Aesponse:

We agres with the recommendafion to inorease the level of direct supendsion
ower the Intermnal Auvdit, Compliance Moniormng, and Federal CGompliance
fupctions. The Direclor, Infernal Audit and Compliance, will evaluate curent
roles and responahbiiies within the department, and make changes o acfieve
enhanced direct supenision. Target dafe for responsibiites to be re-aigned is
by Nowember 1, 2018,

2. Provide the Agency Operations Committee and the Commissionsr &
periodic eport on the status of audit recommendations.

Currently IACD creates and distributes individual follow-up reports on the
status of previous auwdit recommendations for suddt and eview progcts
conducted at the agency and the insfitutions of higher education. Preparing
and distibuting indwidual follow-up mpors to the Agency Operatons
Committes and the Comméssioner i time consuming and makss it difficult for
thess mcipients to get am oversight view of where thers may be delays or
izsues that would need their attention.

It would be more afficient and efiective if ACD maintained and distibued an
on-going status eport that fracked all outstanding recommendations either from

Richkard H. Tarr, CIS
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on-sight audits, desk reviews or agency sudis to the Apency Opsrations
Committes and the Comméssioner. This report could be a simple spread sheet
that includes: a brsf descoption of the mcommendstion; the dake the
moommendation was sgresd to be implemented by, whether or not it has besn
implemented; and the name of the peson directly esponsible  for
implementation. This spread shest could even be color coded as to the status
of the implementation. “Completed” recommendations could be color coded as
green, <in process” coded as yellow, and “past dus” coded as red. This eport
would maks i esasier for the Agency Operaions Commities and the
Commissioner to stay curent overall on the status of recommendations at both
the apgency level and at the institution of higher education el

Response:

We agres with the recommendation fo provide high level sfatus reparfing on
Imternal Audit and Compliance Monffoning recommendations. Efective with the
fiscal year beginming Septembrer 1, 20019, recommendafions outsianding will be
frached and a perodic report will be prowvided to the Agency Operations

Commiftes and fhe Commissioner.

15
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Attachment A: Summary of 114 Standards

PC

Owerall Evaluasion

Defintton of Intemal Auditing

Cooe of Efhics

[ ETTAIEUTES STANDERDS

1000 | Purpose, Auhonty, and Responsioiiy

100 Racognition of the Definiticon of Intsmal Auditing, the Coda of
Ethios, and the Stardards in the Intamal Audit Charier.

T | maependEncE and TjectvEy

1110 Ornganizational Indepandance

1 Direct Infsraction with the Boaard

1120 Indfeidisal Objacy ity

1130 Impaimmants to Indepandsnos or Dhisctivity
1200 | Proficiency and Dus Professional Care
1210 Profice noy

120 Thi= ProEssional Cans

1250 Cantinuing Professional Dewelopment

BRI TArce and Improvement Tam

1310 Reaquirements of $he Cuality Assuranos and
Improvsmant Program

1311 Intemal Assessmeanks

1312 Exismal Asssssmanis

1320 Reporting an the Guality Assurance and Improsament
Program

1321 Usia of “Conforms with the international Standards for he

Profassional Fractics of internal Audiing”

W Disclosurs of Moncomomancs

Richard
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PC
[ FERFUREARCE STANDAADS
[ 2000 | Managing the imemal AudR Acthiry
2O Flarring
2020 Communicason and Approval
2030 ResaLrte Marage ment
2040 Poloies and Prosssdunes
2050 Coominadion
F050 Freporang o Geriar Maragement and he Ecard
2070 External Earvics Provider and Ovganzasonal Responsibition for
Imarraal Audi
[ 500 | Malum ol Work
2110 Dows mance
20 Aisk Marogement
2130 Corircd
2200 | Engagement Planning
221 Flarning Consideraions
220 Engagemeni Dojecives
220 Engageman Soom
2230 Engageman Resours Allocaion
F=] Engageman Work Frograms
2300 | Performing ihe Engagement
2310 kenifying imicemation
2320 Aralysis and Evaluadion
2330 Documenting Informadon
2320 Engagemoni Supanision
2400 Comeunkating Pe sulis
2410 Criteria for Communicaing
2420 Caumlty of CommunicaSons
4 Emrors and Cmissiors
2430 LU ol "Concucted In Conlormanoe wilh Te Infamabicnal Shncands
for tha Profezsional Pracloc of [mienmal A weng™
2431 Engagemeni Dischosui of Nonconfmanos
2420 Disssminating Resurs
2450 Dvarall Ooinlons
[ 2500 | Montoring Frogrss
2600 Resolution of Senlor Management's Acoepiancs of Risks
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Attachment B: Summary of (GAQ Standards

General (107)

Independance (58}

Professionzl Judgement {3)

Compsatence (13)

Ceality Control & Assurance (28)

Performamnce (85}

Planning (52}

Supervision (3]

Evidenca (23]

Docume nitation )

Heporting (44]
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Internal Audit Plan for Fiscal Year 2022

TEXAS HIGHER EDUCATION COORDINATING BOARD
INTERNAL AUDIT & COMPLIANCE MONITORING
Annual Internal Audit Plan for Fiscal Year 2022

The Texas Internal Auditing Act requires state agency Intemnal Auditors to conduct a program of auditing
that includes an annual audit plan, is prepared using risk assessment technigues, and identifies the
individual audits to be conducted during the year. The following proposed plan meets the requirements of
the Texas Internal Auditing Act.

Specific risk factors were considered as they apply to the agency’s significant operational activities.
Thease rizk factors included:

+ Financial significance;

* Reputational significance and visibility;

+ Complexity; inherent risk; and the potential for abuse;

*  Prior audit and compliance monitoring results as an indicator of control effectiveness;

+  Audit recency — internal audit, compliance monitoring (as applicable), KPMG, SAOD, andfor Federal
auditors; and

* Changes in mission or key management.,

A risk-ranked listing of significant operational activities became the basis for the audits proposed for
consideration hersin,

Required and Risk-Based Audits
Estimated Hours Required %
1. Follow Up of Prior Audits 160 5%
Assess the implementation status of previously reported intemal audit findings in the
areas of Academic Grants (3/2020), Select Secunty Awareness Practices (9/2013),

and Formula Funding (5/2021). Review the status of recommendations made by
other external auditors, a5 necessary.

2. Canry forward of remaining 2021 Projects 520 15%
Carry forward of remaining work for Rewiew of Selected Grant Frograms and Contract
Management praojects

3. Solicit and Host an External Quality Assurance Review of the Internal Audit Function 160 5%
Use competitive soficitation to engage a qualified, independent reviewer to perform
an External Quality Assurance Review [QAR) of the Internal Audit Function. An
External QAR s reguived by the Texas Internal Auditing Act, Texas Government
Code, Title 10, Subtitle C, Chapter 2102,
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Investigations 300
Texas Govenment Code Chapter 321.022, Coordination of Investigations, requires

the coordination of investigations between the agency and the Texas State Auditor’s
Offica, If the administrative head of an agancy that is subject fo audit by the state
auditar has reasonable cause fo balieve that money recaived from the state by the
agency or by a client/dapartment of the agency may have been lost,

misaporopriated, or misused, or that other fraudulent or unlawiul conduct has

occurred in relation fo the operation of the agency, the administrative head shall

repart the reason and basis for the balief to the state auditor, The state auditor may
investigate the report or may manitor any investigation conducted by the agency.

Provide Assistance-External Audit of Agency Financial Statements &0
Intemnal Audit provides 80 howrs of audit support to reduce external audit fees and fo
increase the level of knowledge of external auditors” assessment of the agency’s
financial statements and associated risks.

Data Modemization Initiative Ongoing Review and Advisory Services 470
Review and advise management on the stafe of governance, sk and controls within
and around the Data Modemization Initiative. The Data Modernization Initiative has

as its stated vision to “Eguip intemal and external stakeholders with actionable

insight and data vision for decision-making purposas,”

CRAFT (Customer Relation and Fesdback Tracking) System Application Audit 320
Parform an application audit of the CRAFT system to determine if the system

adequately protects confidential or sensitive information and is refiable. CRAFT is an
internal software application that allows the agency to easily record and frack
stakeholder inguiries received by phone, email, mail, website, and fax.

Governar's Emergency Education Relief (GEER) Funds Review and Advisory Services 470
Review and aawvise management on the stafe of governance, sk and controls within
and around the use of GEER funds. GEER I funds include $160 Million of support
allocated to pass through to institutions of higher education institutions and £15

Million of support for specified agency initiatives. An additional $94 Miflion has been
recently allocated under GEER IT to THECE.

Audit of the Texas College Work-Study (TCWS) Program 440
Review the internal administrative activities of the TCWS program for compliance,
effectiveness, and efficiency. The Texas College Work-Study program aporopriations

for FY 2021 were approximately $9.3 miflion.

TOTAL HOURS - Required and Risk-Based Audits 2920
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External Audit Services Procured in Fiscal Year 2021

The agency contracted with KPMG, LLP, to perform an independent audit of the
agency’s Fiscal Year 2020 Financial Statements. As part of the agreement, the agency
provided 80 hours of internal audit staff support to KPMG, LLP.

Reporting Suspected Fraud and Abuse

Actions taken by the agency to address the requirements of Section 7.10.Fraud
Reporting, General Appropriations Act (82nd Legislature), Article IX and Government
Code, Section 321.022.Coordination of Investigations, include:

1) Established a fraud prevention policy and posted the policy on the agency
intranet for the employees. The policy encourages reporting of suspected
violations to the State Auditor’s Office Fraud Hotline.

2) Established a link to the State Auditor's Office Fraud Hotline on the agency’s
home page to enable the general public or employees to report suspected fraud
or misconduct directly to the State Auditor’s Office.

3) Coordinated with the Special Investigations Unit of the State Auditor’s Office to
investigate suspected fraud.

4) Provided ethics-related information to all new employees as part of the
orientation process.
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